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"Publication of this Working Draft for review and comment has been approved by the Cloud 
Storage Technical Working Group. This draft represents a "best effort" attempt by the Cloud 
Storage Technical Working Group to reach preliminary consensus, and it may be updated, 
replaced, or made obsolete at any time. This document should not be used as reference 
material or cited as other than a 'work in progress.' Suggestion for revision should be directed to 
http:/snia.org/feedback." 
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(including internal copying, distribution, and display) provided that:  

• Any text, diagram, chart, table, or definition reproduced shall be reproduced in its entirety 
with no alteration, and,  

• Any document, printed or electronic, in which material from this document (or any portion 
hereof) is reproduced shall acknowledge the SNIA copyright on that material, and shall 
credit the SNIA for granting permission for its reuse.  

Other than as explicitly provided above, you may not make any commercial use of this 
document, sell any excerpt or this entire document, or distribute this document to third parties. 
All rights not explicitly granted are expressly reserved to SNIA.  

Permission to use this document for purposes other than those enumerated above may be 
requested by e-mailing tcmd@snia.org. Please include the identity of the requesting individual 
and/or company and a brief description of the purpose, nature, and scope of the requested use.  
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Domain Authentication Methods Extension 
Overview 

The CDMI standard provides guidance that either HTTP digest or basic authentication should 
be used. It also provides mechanisms by which additional authentication methods can be added 
to the standard. However, the standard neither provides a method by which a client can 
discover which authentication methods that the system supports, nor a method by which an 
administrator can specify which authentication methods should be provided to clients on a per-
domain basis. 

This proposed extension adds the ability to discover a list of supported authentication methods 
via capabilities. It also adds a method to indicate which authentication should be supported via 
domain data system metadata and a method to discover which authentication methods are 
being provided on a domain-by-domain basis. 

Modifications to the CDMI 1.0.1 spec: 

1) In Clause "10.1.1 Domain Object Metadata", Append to end 

Domains may also contain domain-specific data system metadata items as defined in 16.4 and 
16.5. Domain data system metadata shall be inherited to child domain objects. 

2) In Clause "10.2.8 Example", replace the response body metadata field with: 
 "metadata":  
 { 
  "cdmi_authentication_methods_provided": "anonymous, basic" 
 } 

3) In Clause "10.3.8 Examples", in Example 1, replace the response body metadata field 
with: 

 "metadata":  
 { 
  "cdmi_authentication_methods_provided": "anonymous, basic" 
 } 

4) In Clause "12.1.3 Data System Metadata Capabilities", append to end of "Table 104 - 
Capabilities for Data System Metadata" 

cdmi_authentication_methods JSON 
Array of 
JSON 
Strings 

If present, this capability contains a list of authentication 
methods supported by a domain. The following values for 
authentication method strings are defined: 

• "anonymous" – No authentication required 

• "basic" – HTTP basic authentication required 

• "digest" – HTTP digest authentication required 
When present, the cdmi_authentication_methods data 
system metadata shall be supported for all domains. 
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5) In Clause "16.4 Support for Data System Metadata", append to end of "Table 118 - Data 
System Metadata" 

cdmi_authentication_methods JSON 
Array of 
JSON 
Strings 

This metadata shall be set by the client to a list of 
authentication methods requested to be enabled for the 
domain. 
Supported authentication method values are indicated by 
the cdmi_authentication_methods capability. 

6) In Clause "16.5 Support for Provided Data System Metadata", append to end of "Table 
119 - Provided Values of Data Systems Metadata Items" 

cdmi_authentication_methods_
provided 

JSON 
Array of 
JSON 
Strings 

Contains a list of authentication methods enabled for the 
domain. (See cdmi_authentication_methods in Table 118 
for the format). 
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