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Agenda

= Emulation of Local Storage

= Introduction to xPU

= Introduction to IPDK

= Storage virtualization on IPDK SW target

= Moving storage usecases to IPU as IPDK HW target
= Next steps
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Local storage emulation

Host complex

OS / Hypervisor

Standard driver

Local storage
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Abstraction over HW-storage resources

IPU provides storage to host by connecting to the remote disk and virtio-blk device using SPDK back-end application running in IPU.
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Emergence of the xPU
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. Networking

SN Networking

1. Efficient high-performance software programmable multi-core processors

2. Flexible and programmable acceleration engines

3. Stream based interfaces for high performance data movement to attached
xPU (within Intel we call it IPU; other companies may call it DPU or some
other name)
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IPU — Big Spring Canyon - Intel® FPGA IPU C5000X-PL

Features

= Intel® Xeon®D processor
and FPGA SmartNIC
combined platform

= Virtual networkingand
storageon singlecard

= Standard shell forvirtio-net,
virtio-blk, NVMe, RoCE

= Software and hardware
programmable
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Benefits

= L arge software ecosystem
= High performance

» Standard software
= \/ersatileacross datacenter
= Easier getting started

» Resilient tofuture change
= Customizable
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IPU - Intel® Mount Evans 200G ASIC IPU

Hyperscale
Ready

Technology

Innovation

Software
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Infrastructure programmer development kit (IPDK)

= |PDK is a
development
framework

= community-driven
= target agnostic

= runs on CPU, IPU,
DPU or switch.

7 | ©2022 Intel Ethernet Product Group (EPG). All Rights Reserved.

Use
Cases

laaS PaaS Inline Acceleration
() [ ] a
T =80 O (Q (@)
oo 3 & L.
NETWORK STORAGE CRYPTO FIREWALL,IDS ML/AI 5G/EDGE

IPDK Infrastructure Application Interface

o (9 @ipdk

Community @

IPDK Target Abstraction Interface

.............................................................................................................................................................................

: IPDK
Targets

CPU Target

IPU Target DPU Switch Target
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IPDK storage usecase running on IPU

* |PDK supports multitude of storage protocols
e virtio-blk and NVMe as host-facing protocols

Host complex

OS / Hypervisor

Standard driver

virtio-blk, NVMe ...

Remote storage
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Local storage
emulation
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NVMe-oTCP,
NVMe-oRDMA,
iSCSI ...

Host complex

Remote storage
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IPU-V2-AB

* HW- and vendor-agnostic by design
* Accelerated by dedicated HW-processing
(offload of storage stack, crypto/compression...)
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Container-based development environment of IPDK

Host complex

=
A

Remote storage
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Platform 1

host-target

IPU

fio —E@— ipu-storage-container

NVMe/TCP

SPDK SPDK
SMA — json
gRPC pc

Platform 2

storage-target

@ User
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Interfaces

Containers

|

Exposed Devices

Containers as integrated SW-stacks

Easily deployable

Easily testable
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Storage virtualization using IPDK SW target

Host complex Pure SW target that can run on any
Remote storage general-purpose CPU.
= O &=
= Platform 1 contains components

to represent HW configuration

QEMVU instance represents
physical host attached to HW IPU
in SW-solution

vhost virtio- : N . . .
{1\ ipu-storage-container : e storage-target IPDK SW target IS W|th|n the

Platform 1 Platform 2

Simulated IPU

QEMU(as KVM target Host)

host-target

B

fio

o — dedicated container

QEMU hosttarget[— ~ " """ TTT"" SPDKE| = == = = = SPDK interaCting with QEMU instance
serial gRPC ;Rl\:l:}:‘; Jjson rpc
‘ _—

| ! [ e Enabling rapid prototyping without

Containers
User Shared resources/ H W
docker volumes
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IPDK container functionalities

Platform 1 @ o o L o e e e e e e e e -4 Platform 2
QEMU(as KVM target Host) 1 Simulated IPU :
: .
1 1
host-target : :
' Vhosé|:|m0_ INVMe/TCP
fio : ipu-storage-container : storage-target
QEMU 1
monitor 1
aE '
1
QEMU host-target SPDK
serial gRPC json rpc
/.
7 |
| Interfaces
Containers
Shared resources/
docker volumes
host-target — runs traffic (e.g. fio ipu-storage-container — runs SPDK storage-target — responsible for
payload) over the exposed virtio- SMA which connects to storage- creating ramdrive bdevs and exposes
blk devices within host. target NVMe/TCP device and them over NVMe/TCP.
exposes Virtio_blk to hOSt' STORAGE DEVELOPER CONFERENCE
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Integrated testing on a single machine

docker-compose is used to
run all containers on single \
platform

traffic-generator — contains —

Fedora image running in B

gemu. Exposes QEMU
monitor and serial interfaces.

test-driver — runs test
scenarios, issue configuration
commands to all other

Platform

traffic-generator
QEMU

host-target

IPDK docker compose testing approach

vhost virtio- NVMe/TCP
. blk . .
fio ipu-storage-container storage-target
QEMU
monitor
host-target — SPDK SPDK
QEMU get | ‘
serial gRPC SMA gRPC json rpc
other tests _| Interfaces
.
m Containers
T RUN /init test-driver Shared resources/
init.fio

|

components, check their

init script return value

docker volumes

states. _//
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IPDK — Big Spring Canyon (BSC) IPU

Platform 1

host-target
o
fio virtio-blk
|i

1PU

ipu-storage-container

N

Platform 2

Me/TCP

host-target Ssm
RPC
9 gRPC

storage-target

SPDK

L json
rpc
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BSCIPU
virtio-blk Stratix-10 HWL-D SoC
Eth Port1
irtio-blk
Intel FPGA ipu-storage-container
' Eth Port 2
irtio-Dik
SPDK SMA
gRPC
Interfaces Container Exposed devices FPGA
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BSC IPU HW overview

BSC IPU
virtio-blk Stratix-10 HWL-D SoC
- -om . CORRL . Eth Port1
virtio-blk E|| ] E £ Virtio SPDK
) ) > [ )
mH I EHE
: allalle § - - ipu-storage-container
: aflal@s|alla Eth Port 2
: S| 2z 2| &§| MOMT|| 1pymcMT sw
s a = > o PF
virtio-blk
SPDK SMA
gRPC
| Exposeddevices |  FPGA HW IP Interfaces Container
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Big Spring Canyon IPU SW overview

HWL-D SoC
gRPC ipu-storage-container
SPDK
BSC SMA <
SMA | Plugin L
i gRPC
l'm° Net|| yirtio Bk net poller
PF Y
— vdisk
SPDK generic library Manager
bdev bdev I
WGWT | 1\ 1~ | LLD IPU API
AL l l I libs
Eth port1| |Eth port2
Exposed i
: Container | Interfaces
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Examples of SW APls

1. Storage-Target container for creating remote disk.
a. create_and_expose_sybsystem over_tcp -> (nvmf _create_subsystem, nvmf create_transport,

nvmf_subsystem_add_listener)
b. create_ramdrive_and_attach_as_ns_to_subsystem -> (bdev_malloc_create, nvmf_subsystem _add_ns)

2. IPU-Storage-Container for configuring IPU and to start storage back-end application.

a. SMA server to process storage config APIs
i. CreateDevice
ii. AttachVolume (not used)
iii. DeleteDevice
b. SMA plug-in(BSC/Vhost) to connect to platform specific IPU APIs
i. create_device
ii. delete_device

c. IPU APIs
i. ifc_add_port =>Blk port default config
ii. ifc_set port_disk capacity => configure capacity
iii. ifc_add_sep => hotplug add

iv. ifc_remove_sep => hotplug remove
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Next steps

= Upstreaming of NVMe as host-facing interface

= Support for multiple HW-accelerated IPUs with performance
benchmarking

= Data-at-rest encryption on the host
= QoS — bandwith and rate limiters
= Kubernetes CSI plugin

= Common management interface for virtual devices (vPorts and vDisks)
based on OpenConfig

= Virtualization use cases and Live Migration of VMs
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References

https://github.com/ipdk-io/ipdk/tree/main/build/storage/recipes

https://github.com/ipdk-io/ipdk/tree/main/build/storage/tests/it

http://www.slack.com/ipdk (#storage channel)

dan.daly@intel.com
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/ simulated IPU setup instructions

/ integration tests on a single host

/ for general discussion

/ for HW-support requests
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Please take a moment to rate this session.

Your feedback is important to us.
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