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Legal Statement

This work represents the views of the author(s) 
and does not necessarily reflect the views of 
Microsoft

Linux is a registered trademark of Linus Torvalds. 

Other company, product, and service names may 
be trademarks or service marks of others.
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Who am I?

− Steve French   smfrench@gmail.com
− Author and maintainer of Linux cifs vfs for accessing 

Samba, Windows, various SMB3/CIFS based NAS 
appliances and the Cloud (Azure)

− Member of the Samba team, coauthor of SNIA CIFS 
Technical Reference,former SNIA CIFS Working 
Group chair

− Principal Software Engineer, Azure Storage:  
Microsoft

mailto:smfrench@gmail.com


 Linux is a lot more than POSIX ...
 Why do these extensions matter?
 Implementation Status. What works 

today?
 Some details
 The Future ...
 How to handle Linux continuing to 

t d API ?

Outline



Linux > POSIX
 Currently huge number of syscalls!
(try “git grep SYSCALL_DEFINE”
well over 850 and 500+ are
even documented “man syscalls”
FS layer has 223). Verified today

vs

 Only about 100 POSIX API calls



513 syscalls with man pages!



Linux != POSIX.  Lots more syscalls and FS 
is responsible for > 200 of 850.  +3 recently!

Syscall name Kernel Version 
introduced

io_uring_ (various) 5.1
fsconfig, fsmount, fsopen, 
fspick, open_tree, move_mount

5.2

openat2 5.6
fsaccessat2 5.8
close_range 5.9



 Network File systems matter
 these extensions to most popular network fs protoco  

(SMB3) are important
 block devices struggle with file system tasks: 

locking, security, leases, consistent metadata

 Linux Apps need to work over network mounts and 
continue to work as Linux evolves

 Improve common situations where customers have 
Linux and Windows and Mac clients
Make sure extensions work with most secure  most 



Quick Overview of Status

 Linux kernel client:
− 5.1 kernel or later can be used.  Enable with mount option “posix”

 But … 5.8 kernel has last remaining piece on client needed to do 
broad testing: query info (stat) with new POSIX info level.

− Query fs info (statfs), query info (stat), posix locking, mode bits, 
ownership, posix semantics on unlink and rename. All major 
features work

 Samba (experimental tree available, enable with smb.conf parm)
− Server

 All major features work. Merge delayed due to time consuming 
conflicts with other large charges. Special file handling (Sockets, 
FIFOs, char device handling) needs to be updated

− Client tools (smbclient)











Smbclient now has experimental support for SMB3.1.1 POSIX Extensions
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Additional Examples of what works today 
from Linux kernel client



Why SMB3 for Linux? 

− SMB3.1.1 (and related protocols) is the richest, most 
functional file protocol

− There are many Linux file systems (>60), but six (and the 
VFS layer itself) drive 75% of activity (btrfs, xfs, nfs and cifs 
are the most active). Kernel development is hard … reuse 
helpful

− cifs.ko (cifs/smb3 client) activity is strong
− The family of related protocols (including SMB3.1.1) has 

the most exhaustive set of documentation, test cases, 
implementations …

           



Why Not Other Protocols? 

− SMB3.1.1 is easily extensible
− SMB3.1.1 works tightly with a set of protocols which can do 

more than any other file system protocol 
− SMB3.1.1 has the best, most exhaustive set of testcases 

(not just smbtorture …)
− SMB3.1.1 and related protocols have more documentation 

(and documentation that has been tested and verified)
− SMB3.1.1 is proven across multiple client types, OS, 

architectures
(And don’t forget  SAMBA rocks!)



 What about the Linux Kernel?
− New API changes added about once 

a year to the VFS (minor global 
changes added more often, but not 
all could affect what we need to 
send on the wire in perfect world ...)

− Need to quickly update protocol 
when not possible to do over SMB3

− Need better interaction with key 
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What Next?

− Examine the xfstest skips (and failures) in much 
detail and add small incremental changes
 “xfstests” is the standard Linux fs functional test 

suite and no one file system can pass all tests 
due to various fs optional features.

 Some can be emulated some need new flags
− Where that is not possible, consider adding new 

POSIX extensions version (simply adding additional 
uuid to the POSIX negotiate context)
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Examples from xfstest investigations

− Add support for renameat2 and rename exchange
− POSIX ACLs (can be emulated and there is 

pushback on implementing primitive POSIX ACLs)
− Support for additional chattr flags (“immutable” and 

“noatime” updates e.g.)
− fallocate –collapse-range
− Dedupe support
− Defragmentation support (may require VFS changes)
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Examples from xfstest investigations

− Richacl support (tests 362 through 370) ??
− O_TMPFILE support (emulatable, but VFS changes 

would help)
− FITRIM support (may be emulatable)
− Quota support (may be emulatable already)
− Support for NFS export (nfs server on smb3 mounts)
− Case sensitive xattrs (EAs)
− SELinux support
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Examples from xfstest investigations

− Support for online ‘label manipulation’ (see e.g. 
xfstest generic/492)

− Support for casefolding (“chattr +F”)



Quality Much Improved – Top Priority

 More xfstests pass (> 150 and growing) even without POSIX 
extensions, vast majority of the rest are skipped due to missing 
features or being inappropriate for network file systems

 Many potential issues pointed out by static analysis addressed

 Starting two years ago The “Buildbot” … reducing regressions. 
VERY exciting addition for CIT (thanks Ronnie, Aurelien and Paulo)

 POSIX Extensions (jra’s tree) now a buildbot target for automated 
regression tests.  Will continue to expanding test list...



Wireshark

 See Aurelien’s dissector improvements

− https://github.com/aaptel/wireshark/co
mmits/smb3unix

− And Pike sample test code
 https://github.com/aaptel/pike/tree/s

mb3unix

https://github.com/aaptel/wireshark/commits/smb3unix


Next Steps

 Continue debugging test implementations 
(cifs.ko and JRAs Samba POSIX test 
branch). Current focus: enhancing smb3 
client to better handle POSIX stat (getattr)

 Continue to add xfstests to the ‘jraposix’ 
test group in the buildbot (to regression test 
the client against Samba server with POSIX 
extensions)

 Extend ksmd support for POSIX extensions 
     



Thank you for your time

 This is a very exciting time for ...
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Please take a moment 
to rate this session. 

Your feedback matters to us. 
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