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The SNIA Community

2,500 50,000
Corporations, Active Worldwide

universities, startups, contributing IT end users and
and individuals members professionals
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OpenStack, Software Defined Storage,
Kubernetes, Object Storage

U n d e rSt an d Hyperscaler requirements

Incorporate them into standards and programs

! Collaborate with other
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SNIA Legal Notice

= The material contained in this presentation is copyrighted by SNIA unless otherwise noted.
= Member companies and individual members may use this material in presentations and literature
under the following conditions:
* Any slide or slides used must be reproduced in their entirety without modification
= SNIA must be acknowledged as the source of any material used in the body of any document
containing material from these presentations.
= This presentation is a project of SNIA.

= Neither the author nor the presenter is an attorney and nothing in this presentation is intended to be,
or should be construed as legal advice or an opinion of counsel. If you need legal advice or a legal
opinion please contact your attorney.

= The information presented herein represents the author's personal opinion and current understanding
of the relevant issues involved. The author, the presenter, and the SNIA do not assume any
responsibility or liability for damages arising out of any reliance on or use of this information.

NO WARRANTIES, EXPRESS OR IMPLIED. USE AT YOUR OWN RISK.
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“*Redefining AlOps
» Thinking holistically

“*From Reactive to Proactive
» Shift Left and Future-proofing

“+Beyond siloed solutions
» Holistic collaboration

“*Automating the process
> Insight to Intelligent Action

*Conclusion
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Redefining AlOps

Thinking holistically
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The AlOps Outcome

To deliver IT services more reliably (match SLAs) with fewer service outages and to reduce MTTR (Mean
Time to Recovery or Resolution) by using the power of Al.

Exhibit 2. Security is the Top Cause of Server, Application Downtime

Security, Human Error Top Causes of Server Downtime

Security/Data breaches
Human Error

Software bugs/flaws
Complexity in...

. Old, inadequate servers
T h e C u I p rlt Understaffed/overworke...
Integration/interoperabil...

IT lacks security training
Server hardware instability
ServerOSistooold
Security, Human Error, Software bugs S
Poor vendor tech support
Mobility

Edge computing

Main Cause of Server and Application Downtime : o

Source: ITIC 2022 Global Server Hardware, Server OS Security Survey
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Disillusionment with AlOps?

HYPE CYCLE PRIORITY MATRIX

Time To Plateau Will Be Reached: KCO <2yrs )(O 2-5yrs )C. 5-10yrs ) (A >10yrs )

Transfer Leaming
Data Observability ¢
Telemetry Pipelines '
Observability-Driven Development

Service Operations ()

Monitoring as Code

EXPECTATIONS

Augmented FinOps

IT Sustainability
Management

() Autonomous

Workload
Optimization
Low-Code Observability
Autonomic Systems

Innovation ®
Trigger

Gartner Hype Cycle, 2023

Chaos Engineeri

OpenTelemetry ,
Digital Platform Conductor Tools ’
Internal Developer Portal ()

DEX Teols
PFE A
08/_ -, Performance Engineering

nQ// : ) \ y Log Monitoring and Analysts

_‘1 Native Cloud Monitoring
M Observability

() Dgital Experience Monitoring
l,l', Site Reliability Engineering

Service Mesh

Intent-Based

Networking
Peak of Inflated © Trough of ©
Expectations Disillusionment
TIME

/ Automated Incident Response

L nor

5 \/' UC Monitoring Tools

Slope of ©
Enlightenment

Considered part of ITOM (IT
Operations Management)
Considered a ‘Tool’

Reactive — focused on how to
detect problems and not how to
prevent problems.

The technology is complex to
deploy with high false positives.
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Cost of Defect

Cost of Defects

30x...100x

less (

AlOps has to focus on finding defects earlier in

15X the process.
7X
3x o e T ._. o
X -
- — s Development
Requirements Design/ Coding Testing Deployment/ ke
Architecture Maintenance

Image Source: "The Cost of Finding Bugs Later in the SDLC", Functionalize Blog (2023) — sourced from NIST
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The Technology of AlOps is “Shifting Left” to Al for IT

Al / ML across the Software Development Lifecycle (SDLC)

S —

— Old AlOps

Monitor

A
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What is AlOps ? - The Practical Redefinition....

Old Definition: AlOps stands for "artificial intelligence for IT operations". It's a
technology that uses machine learning (ML) and analytics to automate IT
operations.

New Definition:

Al for IT is a set of processes that facilitate operational excellence and continuous
improvement across Dev to IT, a set of technologies, tools, and practices that
leverage Al and ML for delivering superior reliability outcomes across the complete
software development and operations lifecycle.
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From Reactive to Proactive

Shift Left and Future-proofing
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Shift Left of AlOps

Monitor

— Plan Code Build Test Release Deploy Monitor Operate <+

RCA -> Al Enabled Remediation
Event/Alert Reduction -> Al Enabled Root Cause Analysis

Dynamic tuning and optimization -> Al Enables Placement & Tunin

Shift-Left Observability -> Al Enabled Insights, Predictive Alerts

SAST, DAST, SCA -> Al Enabled SAST, DAST, SCA..

Change Risk Assessment-> Al for Change Risk Assessment

Reduce complexity

Modular services = Al for CodeGen and Review
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Reduce Complexity — Al for CodeGen and Review

** LLMs being used for Code Analysis and Generation
s Better explainability — explain existing code
** Modular code generation

+ Code modernization
* Automatic test case generation, including coverage

+» Automatic Documentation Generation
s Almost any programming language

m» Build Test Release Deploy Monitor Operate <—‘

LLM for
| Generation prompt CodeGen

T Refinement

Code

Documentation v

Test Cases

Early
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Al for Change Risk Assessment

Monitor

— Plan Mn Release Deploy Monitor Operate T

¢ Correlating modules changed with:
¢ Past propensity for the introduction of problems
+¢* Criticality of module
*¢ Volume of changes R
¢ Other factors......

Past Problems

—»  Process A (Low Risk)

Al Change Risk
Module

. Process B (Med Risk)

*¢ Route the request for different levels of review/testing.

Ly  Process C (High Risk)

Github

Mature
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Al-Enabled SAST, DAST, SCA

SAST: Static Application Security Testing (Code Scanning)
DSAT: Dynamic Application Security Testing
SCA: Software Composition Analysis

Prompt
—> LLM for CodeGen

¢ Traditional SAST tools have a high rate of false positives and false
negatives.
+ Al can help create custom query for testing specific
vulnerabilities
+» Contextual code analysis by Al improves detection
+» Dynamic (Black Box) testing — OWASP — Open Worldwide Product
Application Security Project
+*» Al to detect brute force attacks
+* Al-driven autonomous testing (learning-based API/response
testing).

Code for testing new
surface area

API

Early
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Shift Left Observability — Insights and Predictive Alerts

+*»* Observability tools are expanding to observe Dev Pipelines/Cl/CD,
test environments, security compliance
*** Most modern Observability tools now have Al-based metric
anomaly detection
¢ Logs, Traces, Metrics collected across the microservices
** ML used for predictive alerting ( training still an issue)

¢ IDEs are integrating with observability tools for DevSecOps teams
to see production performance (Developer Native Observability)

—> Plan Code Build Test Deploy m Operate ‘—‘

Unit

Build Test

Deploy

A

A/B
Blue/
Green

Prod

v

Single Observability Tool
Unified Anomaly Detection &RCA

¢

Mature
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Dynamic tuning and Optimization — Placement and Tuning

Monitor

’—> Plan Code Build Test Release Deploy <—‘

»  Measure end-to-end performance across the
Application stack including intermediate points
® H . H : »  Understand end-user performance Latency
%* Cloud Cost Optimization emerging as a bridge between > Idntify bottlonccke
FinOps and IT Operations > CPU Scali;'lg recommendations (CPU size
. . . purchase
+* Al/analytics-based dynamic tuning of CPU, Memory, > Memory size recommendations
. > T fS SSD, Spinni
Storage and Cloud Services based on performance and ot e
cost Objectives > ‘ Predictive RI F?urchase
. »  Remediation Automation
%* Purchase of Reserved Instances(RI) calculated by
advanced tools to optimize cost (] Resizedon Videm for Vitual Machine mo? 0353:0-0pfrom 16 68 107 GB
D Resize down VCPU for Virtual Machine mo1-035a-ixb-bp from 4 to 2
+* Reduces Errors and Alerts due to resource shortage and
load spikes
Heap f t \ niGBto B
4 N for U rom 1 GB B
Mature
A
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Event/Alert Reduction — Al based RCA

Monitor

’—> Plan Code Build Test Release Deploy <—‘

Total Events By Month

+ Event analysis
¢ Deduplication
Clustering
Seasonality

Event storm reduction

Root Cause detection ( First Fault Detection) Seasonality

L)

e

S

>

J

S

>

—— SO E —— 20T

J

S

e

S

Clustering

Mature
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RCA — Al-based Remediation

Monitor

’—> Plan Code Build Test Release Deploy <—‘

+* Automated Run-book Identification

+ Use LLMs against Problem tickets to identify Potential Prob/Incident [ um | —_—
Description Analysis
Runbooks for use 1
+* Use Al CodeGen tools to update the runbooks to suit Potential Runbooks
incidents quickly i
+* Add to the library for automated execution
CodeGen
New Runbooks
Early
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Beyond Siloed Solutions

Holistic collaboration

A
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AIOpS |S Enab“ng CO”abOrat|0n ACFOSS Boundanes Number of software developers worldwide in 2018 to 2024

(in millions)

Job Roles converging .

Developers — DeVSSReI;:sops " Pperstons I I I I I I |

= The emergence of Al-enabled, Developer Observability Platforms
are blurring the lines between Developers, DevSecOps and SREs
& IT Operations.

SRE Activity Breakdown

= Cybersecurity and Al revolutionizing DevSecOps. e ——

= Convergence of tools taking place

= Al is breaking down information silos across Development,
Security and Operations e —— e——

= Creating a shared understanding of development and operations
information and implications reting eirings s ind-parey pettorn sspobiti

= Enabling all roles to make better, more collaborative decisions T T

https://pages.catchpoint.com/hubfs/Report/Catchpoint-2021-SRE-
Regort.gdf
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https://pages.catchpoint.com/hubfs/Report/Catchpoint-2021-SRE-Report.pdf
https://pages.catchpoint.com/hubfs/Report/Catchpoint-2021-SRE-Report.pdf

Automating everything

Insight to Intelligent Action

A
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Al-Powered Automation

= Key Trends in Automation

= Al-powered automation allows automation across

= CodeGen — functional and security test — code
review — deployment — Operations

= Digital Assistants using Generative Al capable of
reading documentation and past incident reports
and providing support.

= Digital Assistants using Generative Al to perform
toil, fix bugs

= Generative Al used to build more automation.

Think

Sense

Act
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Imagine This is Possible Today !

@
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A developer uses Al-based code generation to create a
microservice & check-in code

Automated Build Pipeline use Al-enabled SAST/SCA to *
identify a package that was included that has vulnerabilities

Al-based Automated Pipeline upgrades the package to the
latest version and re-runs the build. Build breaks due to API
changes in the new package.

Al-based Code assistant updates the code and re-checks in *
the code.

and recommends code review and additional testing using

Al-based Change Risk Assessment identifies it as high risk '
automated test cases produced by CodeGen.

Test deployment shows additional memory needed. Al-
based Automated Tuning deploys code with the addition
resources.

'

.

Developer observability platform identifies a memory leak
and creates a predictive alert

Developer fixes the code with the help of the coding *
assistant.

Automated pipelines rebuild, retest and deploy with greater
confidence.

Problems Avoided/identified/fixed using Al
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Conclusion

AlOps has evolved into Al Everywhere

Job Roles are converging

Continuous improvement of process and removal of silos are
needed to take advantage of the advancements

Problem avoidance and Al-based RCA are used early in the
process to achieve improvements in Service Delivery (SLAS)
and MTTR.
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Questions?

A
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Thanks for Viewing this Webinar

= Please rate this presentation and provide us with feedback

= This webinar and a copy of the slides are available at the SNIA
Educational Library hiips://www.snia.org/educational-library

= A Q&A from this webinar will be posted to the SNIA Cloud blog:
www.sniacloud.com/

" Follow us @SNIACIoud
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Thank You
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