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2003 2006 2009 2014 2018

Papers: Sub-projects: HDFS-7240 @
« GFS “@hadaap « Common Scaling HDFS
 Mapreduce « HDFS

 Mapreduce
 YARN

Apache Ozone is a highly scalable, distributed storage for Analytics, Big data and
Cloud Native applications. Ozone supports S3 compatible object APIs as well as a

Hadoop Compatible File System implementation. It is optimized for both efficient
object store and file system operations.
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At rest encryption - write
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100x speedup in request processing? Really??
Asymmetric key signatures are expensive

Ozone tokens were signed by a 2048 bit RSA key used in PKI
RSA signature denominated the affected RPCs (~80% runtime share)

Introducing symmetric encryption helped
Signature generation is down from the 1-2ms range to 10-30 us range

But how we can have a shared secret securely distributed?
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Symmetric Key Rotation
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Internal PKI system - bootstrap
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Internal PKI system - client interactions
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Internal PKI system - client interactions
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Internal PKI system - client interactions
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Communication using mTLS
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Certificate Client responsibilities

Initialize and refresh custom Java truststore

=SDC



Rotating rootCA certificate
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Rotating rootCA certificate
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Rotating rootCA certificate
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Future

Streamlined certificate revocation

Prescriptive documentation on secure Ozone setup
Pluggable storage mechanism for keys and certificates
Simple tools to ensure the "right to be forgotten"

Security implications of clusters stretching over multiple data centers
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Questions?

=SDC



Please take a moment to rate this session.

Your feedback is important to us.
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